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and	information	logs	³	like	Browser	Helper	Object	(BHO)	that	allows	the	attacker	to	take	control	of	the	features	of	all	IEÃ¢		s,	monitoring	keyboard	and	and	input	as	device	driver	and,	monitoring	user	input	and	is	displayed	as	a	screen	logger	(Jakobsson	and	Myers,	2006).Virus	and	WormsA	virus	is	a	type	of	malware,	which	is	a	piece	of	code	that
spreads	into	another	application	³	or	program	making	copies	of	itself	in	a	self-automated	way	(Jakobsson	and	Myers,	2006;	F5Networks,	2018).	doi:10.1109/SRII.2011.46CrossRef	Full	text	|	Google	ScholarLin,	J.,	Sadeh,	N.,	Amini,	S.,	Lindqvist,	J.,	Hong,	J.	The	malicious	website	asks	users	to	provide	confidential	information	³	credentials,	which	are
then	collected	by	the	attacker	and	used	for	fraudulent	activities.	Fraudsters	use	a	trusted	source	(e.g.,	a	bank's	³-only	helpdesk)	to	get	victims	to	disclose	their	confidential	information	(³,	Ollmann,	2004).	Phishing	attacks	are	rapidly	evolving³	and	the	³	of	phishing	attacks	are	continually	changing	in	response	to	new	countermeasures.
doi:10.1109/ECRIME.2016.7487947CrossRef	Full	text	|	Google	AcadÃ©micoIuga,	C.,	Nurse,	J.	Ã¢	Â		Â		Expectation	and	propÃÃ	³	site,Ã¢	Â		Â		in	Proceedings	of	the	2012	ACM	conference	on	ubiquitous	computing	-	UbiComp	Ã¢	Â		12	(New	York,	New	York,	USA)	ACM	Press),	1625.	A	more	organized	³	phishing	e-mail	addressed	to	a	particular	group	or
individuals	within	the	same	organization	is	³	called	tip	phishing.	The	term	Ã¢	Â		rootkitÃ¢	Â		Â		has	negative	connotations	through	its	association	³	with	the	malware,	and	is	used	by	the	attacker	to	alert	existing	system	tools	to	escape	detection³	n.	In	addition	to	technical	solutions	and	human	³,	the	support	provided	by	applicable	laws	and	regulations
can	play	a	vital	role	as	a	deterrent	control.	This	also	includes	the	application	³	specific	techniques	to	trace	the	origin	of	the	attack	Example,	they	could	include	the	identification	of	new	registered	domains	that	are	closely	matched	with	known	domain	names).	Due	to	the	fact	that	different	clients	could	share	the	same	resources	in	the	cloud,
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execute	their	attacks	such	as	Voice	over	IP	(VoIP),	Short	Message	Service	(SMS)	and	Instant	Messaging	(IM)	(Gupta	et	al.,	2015).	In	view	of	the	above,	susceptibility	to	phishing	varies	according	to	different	factors	such	as	age,	sex,	educational	level,	internet	and	PC	addiction,	etc.	New	filtering	approaches	for	phishing	e³mail.	Authentication
techniques	(Moore	and	Clayton,	2007)	³	authorization	(Hutchings	et	al.,	2016)	that	provide	protection	³	phishing	by	verifying	the	identity	of	the	person	legÃtima.	One	day	later,	the	"Anti-Phishing	Act"	was	introduced	in	the	US	Congress	in	March	2005	(Mohammad	et	al.,	2014).	For	single	e-³	filtering,	ML	techniques	are	used	only	for	example	in	2007,
the	first	single	e-mail	phishing	filter	was	developed	by	the	authors	in	(Fette	et	al.,	2007).	doi:10.1186/1687-417X-2012-1CrossRef	Full	Text	Ë		Google	ScholarRamzan,	Z.	Often,	terrorists	use	phishing	to	launch	their	attacks	for	different	purposes,	such	as	inflict	damage,	cyber	espionage,	gather	information,	locate	people,	and	other	vandalism	³.	They
maliciously	seize	people's	accounts	and	steal	credit	card	information³	destroy	important	files	or	sell	compromised	credentials	for	personal	gain.	Â"a	Organized	crime:	this	is	the	most	organized	and	effective	type	of	attacker	and	can	cause	significant	damage	to	victims.	Sometimes	the	target	of	the	attack	is	not	limited	to	stealing	sensitive	information³
but	may	involve	injecting	viruses	or	downloading	the	malicious	program	into	the	victim's	computer.	This	article	provides	valuable	information	³	current	phishing	attacks	and	countermeasures,	while	the	proposed	anatomÃa	provides	a	clear	taxonomÃa	for	understanding	the	entire	life	cycle	of	phishing.	Contributions	of	the	authorThis	work	is	by	our	PhD
student	ZA	with	the	of	your	supervisor	supervisor	The	authors	state,	inter	alia,	that	the	investigation	³	carried	out	in	the	absence	of	any	commercial	or	financial	³	that	could	be	interpreted	as	a	possible	conflict	of	interest.	GLOSSARYAOL	AMERIC	Helper	ObjectBEC	business	email	compromiseCOVID-19	Coronavirus	disease	2019CSS	cascading	style
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UNIFORM	URL	RESOURCES	LOCATORUK	United	Kingdom	United	States	United	States	UNIVERSITY	SERIAL	Busus-CERT	Computer	Emergency	Preparedness	³	United	States.	CompaÃ±Ãa	that	protects	the	largest	assets	of	organizations	and	the	highest	risks:	your	people.	This	information	³	be	something	like	the	name,	e-mail	addresses	³	unique	to
the	people	or	customers	of	that	company.	I.,	and	Cranor,	L.	Then	the	Phisher	decides	what	attack	everything	should	be	used	in	the	attack	as	initial	steps	within	the	planning	³.	A	user	can	receive	a	compelling	security	alert	message	from	a	bank	that	convinces	the	victim	to	contact	a	given	telephone	number	for	the	purpose	of	the	latter	sharing	PIN
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Google	Scholar	The	number	of	unique	phishing	e-mails	reported	to	APWG	in	the	same	quarter	was	118,260.	Phishing,	as	a	social	engineering	attack,	convinces	victims	into	executing	actions	without	knowing	about	the	malicious	program.RootkitsA	rootkit	is	a	collection	of	programs,	typically	malicious,	that	enables	access	to	a	computer	or	computer
network.	Phishing	2.0:	the	new	evolution	in	cybercrime.	doi:10.1016/j.ijhcs.2018.06.004CrossRef	Full	Text	|	Google	ScholarWorkman,	M.	Furthermore,	it	was	found	that	the	number	of	brands	targeted	by	phishing	campaigns	was	1,283.FIGURE	5.	However,	as	shown	in	Figure	1,	in	most	attacks,	the	phishing	process	is	initiated	by	gathering	information
about	the	target.	The	second	one	is	using	mock	phishing	attacks	to	attack	people	to	test	users¢ÃÂÂ	vulnerability	and	allow	them	to	assess	their	own	knowledge	about	phishing.	Lately,	phishing	attacks	have	appeared	in	various	forms.	Phishing	attacks	are	the	most	common	type	of	cybersecurity	breaches	as	stated	by	the	official	statistics	from	the
cybersecurity	breaches	survey	2020	in	the	United	Kingdom	(GOV.UK,	2020).	The	developed	method	is	called	"Phishing	Identification	by	Learning	on	Features	of	Email	Received"	(PILFER),	which	can	classify	phishing	email	depending	on	various	features	such	as	IP	based	URLs,	the	number	of	links	in	the	HTML	part(s)	of	an	email,	the	number	of
domains,	the	number	of	dots,	nonmatching	URLs,	and	availability	of	JavaScripts.	Attackers	exploited	a	flaw	in	the	cross-domain	that	enables	them	to	execute	programs	on	a	user's	computer	after	running	IE.	This	technique	uses	a	set	of	features	such	as	URLs	that	use	different	domain	names.	doi:10.1145/1299015.1299016CrossRef	Full	Text	|	Google
ScholarOvelgÃ¶Ânne,	M.,	DumitraÃÂ,	T.,	Prakash,	B.	(2005).	Personalized	security	indicators	to	detect	application	phishing	attacks	in	mobile	platforms.	For	example,	in	September	2014,	secret	photos	of	some	celebrities	suddenly	moved	through	the	internet	in	one	of	the	more	terrible	breaches.	These	tools	are	warning	and	blocking	tools	that	allow
legitimate	sites	while	block	and	warn	about	known	phishing	sites.	That	attack	followed	with	Phishing	scams	asking	for	Netflix	payment	detail	for	example,	or	embedded	in	promoted	tweets	that	redirect	users	to	genuine-looking	PayPal	login	pages.	doi:10.1145/1595676.1595686CrossRef	Full	Text	|	Google	ScholarHuber,	M.,	Kowalski,	S.,	Nohlberg,	M.,
and	Tjoa,	S.	Softw.	Greediness	is	another	human	weakness	that	could	be	used	by	an	attacker,	for	example,	emails	that	offering	either	great	discounts,	free	gift	cards,	and	others	(Workman,	2008).Various	channels	are	used	by	the	attacker	to	lure	the	victim	through	a	scam	or	through	an	indirect	manner	to	deliver	a	payload	for	gaining	sensitive	and
personal	information	from	the	victim	(Ollmann,	2004).	doi:10.1145/1242572.1242660CrossRef	Full	Text	|	Google	ScholarGupta,	P.,	Srinivasan,	B.,	Balasubramaniyan,	V.,	and	Ahamad,	M.	Hum.	Numerous	anti-phishing	solutions	rely	mainly	on	warnings	that	are	displayed	on	the	security	toolbar.	doi:10.1109/NSWCTC.2010.196CrossRef	Full	Text	|
Google	ScholarBoddy,	M.	Therefore,	it	is	essential	to	understand	what	makes	people	fall	victim	to	phishing	attacks.	The	user	can	fall	prey	to	pharming	even	when	clicking	on	a	legitimate	link	because	the	website¢ÃÂÂs	domain	name	system	(DNS)	could	be	hijacked	by	cybercriminals	(Jakobsson	and	Myers,	2006).Content	Injection	PhishingContent-
Injection	Phishing	refers	to	inserting	false	content	into	a	legitimate	site.	ACM	Trans.	Most	of	the	phishing	attacks	are	covered	under	traditional	criminal	laws	such	as	identity	theft	and	computer	crimes.	The	study	shows	that	90%	of	these	participants	became	victims	of	phishing	websites	and	23%	of	them	ignored	security	indexes	such	as	the	status	and
address	bar.	M.,	Thabtah,	F.,	and	McCluskey,	L.	The	first	line	of	defense	is	human-based	solutions	by	educating	end-users	to	recognize	phishing	and	avoid	taking	the	bait.	These	phases	can	be	classified	furthermore	into	noitaticilos	tneluduarf	gniviecer	tuoba	stluda	gnikrow	000,6	naht	erom	morf	sesnopser	stcelfer	ytiruces	tabmoW	yb	troper	a	,dnah
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gnidnes	yb	,srebmun	drac	tiderc	dna	sliated	knab	sa	hcus	noitamrofni	evitisnes	gnilaever	otni	resu	eht	macs	ot	tpmet	in	gnihship	sebrcsed	noitiifed	evoba	eht	â€â€â.atad	drowssap	ro	,laicnif	,lanosrep	gnitttimbus	ottni	resu	a	loofer	bew	bew	bewti	sclovn	tnitaerc	tnithat	tnitht	tnitht	tnitaerc	tnitaerc	tnitaerc.	senifed	)1	.gnihsihp	dellac	ni	noitamrofni
gnorw	htw	EHCAC	s'resu	eht	gnitulop	yb	etisbew	suoicilam	eht	ot	detcerider	eb	liman	dysysy	tiw	serefretni	taht	gnihsihp	fo	mrof	ynA)gnimrahP(	gnihsihP	desaB	metsyS	emaN	niamoD.sesoprup	tnereffid	rof	ti	gnilles	yb	yltceridni	ro	rehsihp	a	yb	yltcerid	desu	eb	dluoc	atad	lanosrep	rehto	dna	,sliame	evitisnes	,noitamrofni	drac	tiderc	,srebmun	ytiruces
laicos	,sdrowssap	sa	hcus	noitamrofni	nelotS	.elif	tsoh	detcefni	eht	hguorht	refsnart	smrow	elihw	,ot	dehcatta	era	yeht	taht	tnemucod	eht	htiw	rehtona	ot	retupmoc	eno	morf	refsnart	sesuriV	.sdohtem	kcatta	tuoba	selpmaxe	dna	,mitciv	eht	tuoba	rekcatta	eht	yb	detcelloc	eb	dluoc	taht	noitamrofni	eht	tuoba	selpmaxe	,sepyt	Tegrat	dna	scracktta
gnidulcni	sesahp	gnihship	fo	esahp	Hcae	liated	liated	ymotana	gnihshihp	desorp	.a	,NOPMOPRALOHCS	ELGOOG	|	txeT	lluF	feRssorC31419411.5891.48270200/0801.01:iod	.seigolonhcet	noitacinummoc	dna	noitamrofni	no	muisopmys	lanoitanretni	ht4	eht	fo	sgnideecorp	:50ÂÂÃ¢	TCISIW	ni	,kcatta	gnihsihP	a	ni	devlovni	seitilibisnopser	dna
scitsiretcarahCÂÂÃ¢	.C	,ekralC	dna	,	.D	.sdnert	gnihship	ot	gnidrocca	ed	stpircs	ratresni	setnacata	sol	a	etimrep	euq	n³Ãicamargorp	ed	ollaf	nu	se	euq	)SSX(	gnitpircS	etiS-ssorC	ed	dadilibarenluv	anu	atolpxe	rekcaH	.2.bew	rodivres	nu	etemorpmoc	y	dadiruges	ed	dadilibarenluv	anu	atolpxe	rekcaH	.setnapicitrap	sorto	euq	zedipar	y	n³Ãisicerp	royam
noc	gnihsihp	ed	sozreufse	sol	racifitnedi	a	nedneit	)CP(	lanosreP	rodanedrO	ed	osu	otla	nu	noc	setnapicitrap	sol	euq	³Ãrtsom	oidutse	lE	.sadacitsifos	saÃgoloncet	razilitu	ed	ragul	ne	,aÃretarip	al	arap	anamuh	azelarutan	al	natolpxe	srehsihp	sol	,seuqata	sol	ed	aÃroyam	al	ne	,otnat	ol	rop	,aicneicnoc	ed	levin	y	sotubirta	sus	nºÃges	soudividni	ertne	a-
Ãrav	daditnedi	ed	n³Ãicatnalpus	al	a	dadilibitpecsus	aL	.)8102(	.p	,6002	,sreyM	y	nossbokaJ(	ne	odatneserp	ah	es	adallated	n³Ãicinifed	anU	.erawda	ed	gnihsihp	o	erawlam	y	zov	ed	gnihsihp	le	omoc	,n³Ãicneta	sonem	nebicer	setnazanema	gnihsihp	ed	sopit	sorto	euq	sartneim	,gnihsihp	ed	bew	soitis	y	socin³Ãrtcele	soerroc	sol	rative	y	reconocer	om³Ãc
ne	nartnec	es	gnihsihp	ed	otneimanertne	ed	samargorp	sol	ed	aÃroyam	al	,s¡ÃmedA	.H	,relshceW	y	,.V	,nahtanamaR.SU	.gnihsihp	ed	seuqata	raznal	otneimiconoc	nºÃgnin	o	ocop	noc	sanosrep	a	netimrep	stik	sotsE	.soicifeneb	soiporp	sus	arap	setnednac	sotneve	sol	y	sertsased	sol	nahcevorpa	erpmeis	setneucniledrebic	soL.GWPA	ed	selauna	semrofni
sol	ed	sodigocer	sotad	sol	ne	odasab	,sertsemirt	rop	0202	Â	¢Ã5102	ne	gnihsihp	ed	seuqata	sol	ed	otneimicerc	lE	.446	Â	¢Ã936	,25	.28	Â	¢Ã96	,28	.o±Ãin	nu	ed	etrap	rop	tenretnI	ed	osu	le	rasivrepus	arap	omoc	,gnihsihp	on	senif	arap	razilitu	nedeup	es	n©Ãibmat	sevalc	ed	serodartsiger	soL	.n³Ãicamrofni	al	ed	dadiruges	al	a	laicos	aÃreinegni	ed
sazanema	sal	ed	otxeterp	le	y	gnihsihp	le	erbos	acir³Ãet	n³Ãicagitsevni	anu	:srekcarcesiW	.)amitÃgel	al	aczerap	bew	n³Ãiccerid	us	euq	recah	ed	etnacata	led	otnetni	nu(	ratcenoc	edneterp	oirausu	le	euq	)LRU(	laer	ecalne	le	odnacsufo	azilaer	es	euqata	ed	opit	etsE	.)0202	,yksrepesK(	ailartsuA	y	ailatI	,aicnarF	,ainamelA	,odinU	onieR	,sodinU	sodatsE
;sesÃap	sies	on	web	pages,	which	will	be	viewed	by	visitors	to	the	target	site.3.	Hacker	exploits	the	Structured	Query	Language	(SQL)	injection	vulnerability³	which	allows	hackers	to	steal	information	³	the	web		database	by	running	³	Eb	nac	dna	4	edict	by	ylsuoiverp	detentulli	kcatta	kcatta	rof	oiranecs	cisab	eht.)4	CTE	,srebun	you	drac	tiderc	ro
,rebun	ytiruces	laicos	,sliated	knab	,.e.i(notamrofni	lanosrep	rieht	esu	dna	laets	ot	ytititnedi	sâ€â€â's	hnofed	eht	hnifed	jokes	gid	ian	ed	htish.	¢tfeht	ytitnediÂÂÃ¢	fo	taht	si	sresu	tenretni	lla	fo	semirc	gninetaerht	tsom	eht	fo	enO	.)6002	,sreyM	dna	nossbokaJ(	)seitilibarenluv	resworb	,.g.e(	metsys	ytiruces	eht	ni	seitilibarenluv	gnitiolpxe	yb	yllacinhcet
ro	skcirt	gnireenigne	laicos	eht	fo	Eno	yb	rehtie	,enihcam	sâ€â€â€â€T	ot	dedolnWOD	ni	eht	.1	elbat.1	elbat	Nwohs	to	,)A9	Chartnoc	by	.La	Te	,.J	,gnoh	,.f	.a	.cilbup	lareneg	eht	Neve	DNA	,seiticf	erachtlaeh	,	Squekrow	tsniaga	srehsihp	yb	dehcnual	neeb	evah	skcatta	erawlam	dna	dna	gnihsihp	demeht	Fo	yteirav	which	,sisirc	91-divoc	eht	fo	gnininigeb
eht	teg	srehsihp	semitemos(	setisbew	ekaf	gnidliub	sa	hcus	sdohtem	kcatta	gnisived	sedulcni	osla	esahp	sihT	.E	,hgnisjaR	dna	,.C	.mhtirogla	rotareneg	eert	noisiced	5.4C	eht	gnizilitu	gnihsihp	liame	gnirolpxe	retfa	mhtirogla	tseroF	modnaR	eht	no	desab	mhtirogla	noitacifissalc	wen	a	depoleved	evah	)	7002	,.La	te	ettef(	ybusts	eht	ni	Srohtua	.)9102
,citnamys(	)ei(	)ei(	)ei(	)ei(	)ei(	RELOLPXE	tenretni	by	Ytilibarenluv	nilibarenluv	namod-ssorc	a	Detolpxe	Sreckcatta	Seitrap	htab	morf	Noitamrofni	eht	niat	tno	ot	seirt	dna	)Etisbew	eht	dna	resu	.e.i(seitrap	owt	neewteb	snoitamoc	treshni	srehsimhp	eht	elht	edddnam-hh	.Rev	Res	Etomer	that	if	eht	ni	953,221	,9102	fo	retrauq	htruof	eht	ni	355,231	morf
pu	,586,931	saw	0202	fo	retrauq	tsrif	eht	gnirud	GWPA	ot	dettimbus	stroper	gnihsihp	euqinu	eseht	fo	rebmun	ehT	.siht	rof	nosaer	niam	eht	sa	nem	naht	nemow	gnoma	ecneirepxe	dna	woh-wonk	lacinhcet	fo	kcal	a	seifitnedi	)7102(	enilnoefasteG	yb	dehsilbup	yduts	ehT	.scitilop	dna	,stcejbus	ytiruces	,smetsys	lacinhcet	,ygolohcysp	laicos	segrem	taht
yduts	fo	dleif	a	si	gnihsihP.)8002	,.la	te	tevdeM(	ytivitcudorp	decuder	dna	,snoitaluger/swal	noitamrofni	morf	senif	,noitatuper	fo	ssol	eht	,yrevocer	rof	tsoc	eht	sedulcni	hcihw	,tnacifingis	si	snoitazinagro	eht	rof	ssol	eht	,ekila	slaudividni	dna	snoitazinagro	tceffa	skcatta	eseht	hguohtlA	.tupmoC	sdnerT	.era	yeht	suoituac	woh	dna	gnidnatsrednu
lacinhcet	rieht	fo	sseldrager	,sresu	tenretni	lla	rof	staerht	ytirucesrebyc	Gnisserp	tsom	eht	fo	eno	dereDesnoc	is	gnihshp	,isidgmac	gnihsihp	a	gnipoleved.dnoper	ot	resu	eht	tavitom	erul	that	the	egagasem	eht	of	desu	snegru	fo	eht	a	Nwohs	,sesahp	4	FOSnoc	Hcihw	,ymotana	or	desopop	eht	.4.)esahp	NoitCaretni(	tnemhcatta	eht	gnikcilc	fo	esac	ni
erawlalam	daolnwod	ot	tneluf	a	sc6	€â1	,)eeei(	8002	,2	rebmecedâ“â€â€â03	Rebmevon	,al	,snaelro	yes	,EcNerefnoc	snoitumMumumel	labolg	eeei	gnihsihp	dna	srabloot	ytiruces	gnissapyBÂÂÃ¢	.sessol	lanoitatuper	dna	laicnanif	sa	hcus	smitciv	eht	ot	segamad	fo	slevel	tnereffid	gnisuac	era	skcatta	gnihsihP	.spord	BSU	suoicilam	detroper	%18	dna
,)gnihsiMS(	gnihsihp	txet/SMS	detroper	%48	,skcatta	aidem	LAICOS	htiw	templaed	%68	,)gnihsiv(	gnihsihp	eciov	decaf	%t	,skcatta	gnihsihp-raeps	decneirepxe	%8	Eht	rof	llef	ohw	sresu	,dnoces	.2.)Esahp	nemhcatta	ro	kniatnoc	lime	tNeluduarf	that	pu	stes	rehshihp	eht	Spets	Eht	is	the	tnemesitrevda	na	hguorht	ro	liame	na	nihtiw	deddebme	knil	a
gnikcilc	retfa	etisbew	siht	ot	detcerider	si	resu	suoicipsusnu	nA	.noitamrofni	evitisnes	rieht	esolcsid	ot	meht	dael	taht	snoitca	ekat	ot	stneipicer	ecnivnoc	ot	redro	ni	stsurt	tneipicer	eht	taht	noitutitsni	laicnanif	ro	if	ro	nosrep	a	morf	a	morf	eb	ot	gnimialc	slime	era	af	esehT	.)0102(	.11ÂÂÃ8	,)yteicoS	tenretnI	:AV	,notseR(	,muisopmys	ytiruces	metsys
detubirtsid	dna	krowten	5102	sgnidecorP	ni	Â													ÂÂ	la	te	suorrubA(PIoV	troppus	taht	desab-erawtfos	dna	ecruos-nepo	era	hcihw	sloot	4)XBP	PI(egnahcxe	hcnarb	etavirp	locotorp	tenretni	na	morf	gnigarevel	yb	ro	ecruos	detsurt	a	morf	si	llac	eht	taht	mitciv	eht	epud	ot	gnifoops	3)DIC(noitacifitneDI	rellaC	fo	esu	ekam	osla	dluoc	rehsihp	A
.moc.sbaltent	ek.www	:ta	elbaliavA	.843Â	Ã¢	.la	te	ijnohK	yb	detneserp	yduts	eht	nI	.gnitroper	dna	noitceted	gnihsihp	rof	ytiralimis	etisbew	lausiv	gnisU	.C	,legeurK	dna	,.E	,adriKralohcS	elgooG	|	txeT	lluF	feRssorC90000.31230.3102.VRUS/9011.01:iod	.skcatta	gnihsihp	gnitcudnoc	rof	srekcarc	suoires	erih	elpoep	esehT	.sesoprup	suoicilam	rof
selbaulav	eseht	sesusim	rehsihp	dna	,rehsihp	a	ot	selbaulav	eseht	yawa	vig	tegrat	eht	dna	,tegrat	eht	morf	selbaulav	evitisnes	stseuqer	rehsihp	eht	,sesahp	yramirp	eerht	edulcni	smacs	gnihsihp	lla	,revewoH	.esaercni	eht	no	era	gnihsihp	SMS	dna	eciov	sa	hcus	smuidem	gnihsihp	fo	sepyt	wen	,)bew	dna	liame	,.g.e(	slennahc	gnihsihsihp	lanoitidart	ot
notitidart	ot	nI	.)9	.	102(	,citnamySralohcS	elgooG	|	txeT	lluF	feRssorC2960821.0860821/5411.01:iod	.rehsihp	eht	ti	sdnes	neht	dna	sekortsyek	resu	sdrocer	dna	atad	srotinom	erawtfos	sihT	.liame	yb	detaitini	skcatta	yb	desuac	era	sehcaerb	metsys	fo	%19	naht	erom	)taht	)taht	102	,SBALtenpeeK(yduts	A.)0202	,GWPA(9102	fo	retrauq	dnoces	eht	ni
361,211	dna	quarter	quarter	of	or	any	other	way.	There	are	many	forms	of	phishing	attacks	based	â	€	‹â	€‹	in	malware;	Some	of	them	are	analyzed	below:	key	recorders	and	screen	screen	records	are	the	type	of	malware	used	by	phishers	and	installed	through	the	email	attachments	of	Trojan	Horse	or	by	direct	download	to	the	direct	download	to	the
User	personal	computer.	DOI:	10.1186/S13673-016-0064-3crossref	Text	Complete	|	Google	Scholarkeepnet	Labs	(2018).	DOI:	10.5210/FM.V10I9.1272CROSSREF	Text	Complete	|	Google	Scholarabu-Nimeh,	S.	and	Nair,	S.	"Praise	the	websites	to	prevent	crime",	in	the	2016	APWG	Symposium	on	electronic	investigation	of	the	crime	(Ecrime)	(IEEE),	1
â‚¬	â	€	10.	These	types	of	attacks	are	dangerous	since	they	are	not	afraid	of	any	sequelae,	for	example,	go	to	the	cércel.	Indiana:	Wiley	Publishing,	Inc.MA,	J.,	Saul,	L.	However,	the	study	(YEBOAH-Boateng	and	Amanor,	2014)	shows	that	the	students	are	very	young	are	more	susceptible	to	older	students,	and	Students	who	worked	full	time	were	less
likely	to	fall	for	phishing.	The	study	informed	in	(Dãaz	et	al.,	2020)	examines	the	click	rates	of	the	users	and	the	demographer	between	university	students	by	sending	phishing	attacks	to	1,350	random	selected	students.	ACM	50,	94	"100.	DOI:	10.3233/JCS-2010-0371CROSSREF	Text	Complete	|	Google	Scholarbin,	S.,	Qiaoyan,	W.	and	Xiaoying,	L.
Cent.	Social	Phishing.	Social.	Doi:	10.1145/1754393.1754396crossref	Text	Complete	|	Google	Scholarle	,	D.,	FU,	X.	and	Hogrefe,	D.	Doi:	10.1145/1553374.1553462	Crossref	Full	text	|	Google	Scholarmarforio,	C.,	Masti,	R.	7,	10201	"10204.	The	terrorists	could	use	the	Internet	with	the	most	fleeing	effect	to	create	fear	and	violence,	since	it	requires
funds	and	limited	efforts	compared	to,	for	example,	buy	bombs	and	weapons	in	a	traditional	attack.	For	example,	people	are	likely	to	click	on	a	link	inside	an	email	When	they	see	authorities	of	authority	(Furnell,	2007).	Human	nature	is	considered	one	of	the	most	affected	factors	in	the	Phishing	process.	Although,	continuous	security	conscientious
training	is	the	key	to	avoiding	phishing	attacks	and	reducing	its	impact,	developing	developing	desoporp	eht	nopu	nward	stnenopmoc	dna	,sesahp	,ssecorp	kcatta	gnihsihp	eht	fo	ymotana	desoporp	eht	ciped	8	erugiF.kcatta	gnihsihp	a	fo	gnidnatsrednu	ruo	morf	dedulcnoc	hcihw	,elcitra	siht	ni	noitinifed	gnihsihp	desoporp	eht	nopu	tliub	saw	gnihsihp	fo
ymotana	desoporp	ehT	.kcatta	eht	dnoc	ot	desu	smuidem	eht	dna	tiolpxe	nac	rekcatta	eht	taht	seitilibarenluv	fo	tes	a	setartsulli	,erugif	eht	ni	nwohs	sa	,ymotana	ehT	.rof	llaf	ot	skcatta	rebyc	tseisae	eht	fo	eno	eb	nac	gnihsihp	,smrof	sti	lla	nI	.A	,alorE	dna	,.C	.kcatta	rieht	rof	snajorT	dna	smrow	poleved	dna	skcatta	detacitta	pos	etucexe	nac	srekcatta
esehT	.xobliam	s'resu	eht	gnihcaer	morf	liame	eht	tneverp	nac	ti	taht	os	,desu	ylgnisaercni	era	noitcerroc	rammarg	dna	gnilleps	eht	gnikcehc	yb	sliame	ekaf	tceted	taht	seuqinhcet	,erofehT	.lletnI	.sevitcepsrep	fo	egnar	a	morf	htped	ni	skcatta	gnihsihp	srevoc	ti	sa	sa	sredaer	eht	rof	dnatsrednu	retteb	a	sedivorp	sihT	.ytilibarenluv	siht	gnitiolpxe	ylevitca
era	srekcah	,TREC-SU	ot	gnidroccA	.15ÂÂÃ8Ã83	,8	slairotuT	.tnuocca	sÂ							ÂÂ	agitim	dna	tceted	ot	srepoleved	dna	srehcraeser	rebyc	morf	noitnetta	erom	deniag	evah	dna	detacitsihpos	erom	emoceb	evah	dna	sraey	tnecer	ni	ylsuounitnoc	desaercni	evah	skcatta	gnihsihp	taht	nwohs	evah	sgnidnif	esehT	.6Â	noitacinummoc	dna	noitamrofni	no
ecnerefnoc	lanoitanretni	dr3	8002	ni	Â	oc	yeht	sselehtenon	,liame	na	ot	esnopser	a	sa	noitamrofni	lanosrep	esolcsid	ot	ylekilnu	era	stneduts	egelloc	hguohtla	taht	setartsnomed	)4102	,ronamA	dna	gnetaoB-haobeY(	yduts	rehtonA	.skcatta	eseht	gnitagitim	ni	pets	laitNessa	na	si	kcatta	eht	ot	desopxe	gnieb	morf	sresu	tneverp	taht	seuqinhcet	.gnihsihp
ed	euqata	nu	razilaer	arap	gnihsihp	sol	rop	sadazilitu	sacinc©Ãt	sal	y	gnihsihp	ed	sopit	sol	artsuli	9	arugiF	aL	.gnihsihp	ed	selaer	solpmeje	sonugla	omoc	Ãsa	,gnihsihp	ed	senoicinifed	ed	eires	anu	nanoicroporp	gnihsihp	ed	senoicinifed	saL	.opmeit	led	ogral	ol	a	gnihsihp	ed	seuqata	ed	otneimiugeS	.)0202	,cicleB(	dadilanoicnuf	al	ed	oibmac	le	y	ametsis
la	sadamall	sal	ed	ogid³Ãc	led	n³Ãicacifidom	al	etnaidem	ametsis	led	serodartsinimda	sol	a	senoicca	sus	ratluco	arap	sosurtni	sol	rop	sodazilitu	nos	satneimarreh	ed	sotnujnoc	sotsE	.D	,arekesejiW	y	.X	,gnaiJ	,.X	,gnaY	,.R	,gnahZ	,.X	,gnaW	,ralohcS	elgooG	|	txeT	lluF	feRssorC320hc.5-6510-5225-1-879/8104.01:iod	.1	,)sserP	MCA	¢Ã	m	mmoCeruceS	-
n³Ãicacinumoc	ed	seder	sal	ne	dadicavirp	y	dadiruges	erbos	lanoicanretni	aicnerefnoc	ªÂ4	al	ed	sotneimidecorp	ne	Â	¢Ã	.3241	Â	¢Ã8141	,)EEEI(	1002	,0102	ed	oiluj	ed	1	Â	¢Ãoinuj	ed	92	,odinU	onieR	,drofdarB	,)EEEI(	n³Ãicamrofni	al	ed	aÃgoloncet	y	acit¡Ãmrofni	erbos	EEEI	lanoicanretni	aicnerefnoc	ªÂ01	0102	ne	Â	¢Ã	gnihsihp	ed	seuqata	ed	ogseir
le	ricuder	arap	AI	ne	adasab	atneimarreh	y	Â	erbos	n³Ãicaicneicnoc	ed	amargorp	Â	¢Ã	.gnitupmoc	duolc	ed	dadiruges	ed	samelborp	radrobA	.sovitejbo	sus	raznacla	arap	sacinc©Ãt	sedadilibarenluv	ed	s¡Ãmeda	sodanertne	lam	n¡Ãtse	euq	o	acit©Ãnrebic/latigid	acit©Ã	ed	atlaf	noc	soirausu	sol	a	ratolpxe	neleus	setneucniledrebic	soL	Â	¢Ã.gnihsihp-
raeps	Â	¢Ã	adamall	acinc©Ãt	anu	,sacif Ãcepse	samitcÃv	a	socin³Ãrtcele	soerroc	sus	odnaivne	ovitceles	s¡Ãm	gnihsihp	nu	a	,sadacificepse	on	samitcÃv	a	negirid	es	euq	,ocin³Ãrtcele	oerroc	ed	sovisam	sejasnem	raivne	ed	odasap	nah	n©Ãibmat	srehsihp	soL	.lanif	oirausu	led	ovitisopsid	le	ne	o	der	ed	levin	led	s©Ãvart	a	aznal	es	euq	zev	anu	euqata	le
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means	of	reaching	their	victims.	These	groups	offer	their	work	as	Â		"	crime	Â		as	a	service"	and	can	be	hired	by	groups,	terrorist	organizations,	terrorists,	individuals.	â–	â.	The	disadvantage	of	this	approach	is	that	it	will	not	identify	all	Phishing	websites.	Phishing	activity	trends	report	the	third	quarter	of	2018.	Types	and	techniques	of	phishing
attacks	based	on	existing	phishing	attacks.	Phishing	deceit's	pHishing	is	the	most	common	type	of	phishing's	attack	in	which	the	Atacker	uses	social	engineering	techniques	to	deceive	the	letters.	Phishing	detection:	a	literature	survey.	Phishing	has	been	one	of	the	greatest	concerns,	since	many	Internet	users	are	vinty	of	ã	©	l.	What	does	confuse
trust?	The	author	in	(Ollmann,	2004)	believes	that	the	ã	¢	â	€	pHã	¢	â	€	â	in	phishing	comes	from	the	terminology	N	Crunch,	and	was	used	by	the	first	Internet	criminals	when	telephone	systems	are	falsified.	(2006).	Threats	could	be	malware,	botnet,	listening,	emails	not	requested	and	viral	links.	1),	which	describes	phishing	as	ã	¢	â	€	â	€	public	or
trusted	organization	or	automatized.	However,	to	collect	data,	simple	techniques	are	used	manually	where	the	life	interacts	directly	with	the	phisher	depending	on	relations	within	social	networks	or	other	human	cheat	techniques	(Ollmann,	2004).	Where	ã	¢	â	€	Although	some	end	users	know	safety	terms	such	as	viruses,	launch	scams	and	These
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esolcsid	ot	sdael	hcihw	,knil	nevig	eht	wollof	dna	yerp	llaf	lliw	resu	eht	,soiranecs	eseht	gniveileb	yB	yB	.ytiruces	smret	ni	yllaicepse	TCI	ni	sisab	a	evah	ton	od	stneduts	egelloc	tsom	si	taht	rof	nosaer	ehT	.ecneics	retupmoc	ni	seton	erutcel	gnissecorp	noitamrofni-oruen	ni	:8002	PINOCI	PINOCI	Use	it	for	different	malicious	processes	such	as	money
retirement,	blackmail,	or	commit	more	fraud.	Figure	1.	The	phisher	makes	his	attack	in	the	third	phase	and	awaits	a	response	of	the	vinty.	The	study	(Merwe	et	al.,	2005,	p.	Doi:	10.1145/2212776.2223683crossref	Full	Text	|	Google	Acade	Acade	Throughout	several	techniques	such	as	the	poisoning	of	the	Directorate	Resolution	(ARP),	DNS
Supplantation,	the	registrars	of	Trojan	keys	and	the	URL	obfuscation	(Jakobsson	and	Myers,	2006).	©	Phishing	Cnica,	Phishing	creates	malicious	websites	with	attractive	offers	and	uses	optimization	of	bib	to	the	attacker	instead	of	going	directly	to	legémus	recipients.	As	shown	in	Figure	2,	the	phisher	uses	the	sense	of	importance	or	urgency	in	the
matter	through	the	word	ã	¢	â	€	â	€	€	so	that	email	can	trigger	a	re	Psychological	action	in	the	user	to	ask	them	to	click	on	the	boton	Resource	uniform	(URL)	in	the	status	bar.	C.,	Carver,	C.,	and	Ferguson,	A.	Int.	For	example,	the	directive	framework	of	the	sender	(SPF)	checks	if	a	sender	is	vian	when	he	accepts	mail	from	a	remote	mail	server	or
email	customer	(	Despmukh	and	Radha	Popat,	2017).	The	technical	solutions	for	identity	supplantation	(anti-phishing)	are	available	at	different	levels	of	the	delivery	chain,	such	as	servers	and	mail	clients,	Internet	service	providers	(ISP)	and	web	explorer	tools.	The	following	are	some	of	vulnerabilities	exploited	by	phishers.	Although	the	term	comes
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unless	a	ransom	is	paid	(Ksepersky,	2020).	Figure	3.	Clone	Phishing	is	another	type	of	e-mail	phishing	³	where	the	attacker	calls	a	unique	e-mail	³	legútimo	and	previously	delivered	by	falsifying	the	e³mail	address	and	using	³	information	related	to	the	recipient,	such	as	e³mail	addresses	with	replaced	links	or	malicious	attachments	(Krawchenko,
2016).	Priming	the	hook:	factors	that	affect	susceptibility	to	phishing	attacks.	Several	phishing	techniques	are	discussed	in	sub-types	and	phishing	attack	techniques.	Valuable	Acquisition	Phase	³	at	this	stage,	Phisher	collects	information	³	valuables	from	victims	and	illegally	uses	it	to	buy,	financing	money	without	the	user's	knowledge	or	selling	these
credentials	on	the	black	market.	Phishers,	however,	generally	prefer	tangious	attacks	by	exploiting	the	human	psychology	rather	than	the	technical	ones.	Fuzzy	Logic	(FL)	has	also	been	used	as	an	anti-phishing	model	to	help	classify	websites	into	last	leg	or	"Phishy",	as	this	model	deals	with	intervals	instead	of	specific	numerical	values	(Aburzo	et	al.,
2008).2.	"An	anti-phishing	approach	based	on	DNS".	At	the	second	international	conference	in	2010	on	network	security,	final	communications	and	trusted	computing,	Wuhan,	China,	April	24	â	25,	2010.	DOI:	10.1002/asi.20779	Full	Text	Crossf	|	Google	Scholararboah-Boateng,	E.	Concomitantly,	Phishing	has	developed	beyond	obtaining	confidential
information	³	financial	crimes	for	cyberterrorism,	hacktivism,	reputational	³,	espionage	and	attacks	in	state-³.	Pirates	informÃ	ticos	take	advantage	New	kits	and	tool	technology	to	exploit	the	vulnerabilities	of	the	systems	and	also	use	social	engineering	techniques	to	deceive	off	users.	An	effective	anti-phishing	solution	should	be	based	on	a
combination	of	technical	solutions	and	greater	user	user	consciousness	2018).	Solutions	provided	by	laws	as	a	deterrent	control	cyber	attack	is	considered	a	crime	when	an	individual	intentionally	access	personal	information	on	a	computer	without	permission,	although	the	individual	does	not	steal	information	or	the	system	(Mince-Didier,	2020).	In
addition,	some	tool	bars	block	suspicious	sites	to	warn	about	them,	such	as	McAfee	and	Netscape.	1).	Therefore,	phishing	attacks	remain	one	of	the	most	successful	cybercrime	attacks.	The	last	statistics	of	phishingos	attacks	Phishing	attacks	are	increasingly	common	and	are	significantly	increasing	both	sophistication	and	frequently	.	The
reconfigurations	of	the	system	can	be	changed	using	different	mã	©	all,	such	as	reconfiguring	the	operating	system	and	modifying	the	management	of	the	server	of	the	domain	name	system	(DNS)	â	€	â	€	It	is	necessary	to	carry	out	more	research,	as	explained	below.	1.	It	is	necessary	to	carry	out	more	research	to	study	and	investigate	the
susceptibility	to	the	impersonation	of	identity	among	users,	which	would	help	describe	antisuplantation	systems	of	identity	and	most	self	-taught.	Research	on	identity	impersonation	based	on	social	networks,	voice	impersonation	and	identity	impersonation	by	SMS	is	scarce	and	foresee	that	these	emerging	threats	will	increase	significantly	in	the	next
year.	The	laws	and	laws	that	apply	to	the	impersonation	of	identity	are	still	in	their	initial	phase,	in	fact,	there	are	no	specific	laws	on	impersonation	of	identity	in	many	countries.	DOI:	10.1109/COMPSAC.2005.126CROSSREF	Full	Text	|	Google	Academicokumaraguru,	P.,	Sheng,	S.,	Acquisti,	A.,	Cranor,	L.	Many	other	vectors	can	also	be	used	to	start
the	attack	as	telephone	calls,	instant	messaging	or	physical	letters.	Wireless	Evil	Twin	is	an	example	of	an	attack	by	selim	selim	noc	etnemelbisop(	ovisam	ocin³Ãrtcele	oerroc	ed	erawtfos	,n³Ãicacifidoc	eneitnoC	.sanosrep	o	aserpme	anu	arap	laicnedifnoc	n³Ãicamrofni	ed	obor	y	odazirotua	on	osecca	nu	se	sotad	ed	obor	lEsotad	ed	oboR.)6002	,sreyM	y
nossbokaJ(	osoicilam	)PA(	ocirbm¡Ãlani	osecca	ed	otnup	nu	ed	s©Ãvart	a	odaerotinom	se	oirausu	ed	Â	sol	ed	ocif¡Ãrt	le	odot	euq	le	ne	ametsis	led	The	included	³	e-mail	addresses),	web	development	software,	and	design	tools.	However,	only	38%	of	global	organizations	say	they	are	prepared	to	handle	a	sophisticated	cyber	attack	(Kumaraguru	et	al.,
2010).	This	new	anatomÃa	provides	a	reference	structure	to	analyze	phishing	attacks	in	more	detail	and	also	to	understand	possible	countermeasures	to	prevent	them.	As	shown	in	Figure	5,	in	the	third	quarter	of	2019,	the	number	of	phishing	attacks	increased	to	266,387,	which	is	the	highest	level	in	three	years	since	the	end	of	2016.	DOI:
10.1145/1460877.1460908	Crossref	Full	Text	|	Google	Scholarwenyin,	L.,	Huang,	G.,	Xiaoyue,	L.,	Min,	Z.	and	Deng,	X.	Although	there	is	no	established	definition	for	the	term	"Phishing"	due	to	its	continuous	evolution³	this	term	has	been	defined	in	numerous	ways	depending	³	its	use	and	context.	In	2015,	another	study	was	conducted	for	the	same
site³	showing	several	fake	web	pages	to	participants	(Alsharnoubby	et	al.,	2015).	Google	Scholarkeinan,	G.	In	addition,	the	use	of	social	network-based	phishing	has	increased	in	parallel	with	the	growth	of	social	networks.	Increasingly,	authorities	around	the	world	have	created	several	regulations	to	mitigate	the	rise	of	phishing	attacks	and	their
impact.	F.	G.,	and	Love,	S.	Although,	user	education	and	training	can	be	³	effective	in	mitigating	security	threats,	phishing	is	becoming	more	complex	and	cybercriminals	can	even	reach	security	experts	by	creating	compelling	spear	phishing	e-mails	through	social	media.	If	the	user	continues	to	interact	with	the	falsified	website,	the	³	information	will
be	disclosed	and	harvested	by	Phisher	(Csionsite,	2012).	Phishing	the	phone	(viscous	and	smiling)	This	type	of	phishing	is	done	through	calls	or	text	messages,	in	which	text	messages,	in	which	text	messages	are	made.	The	attacker	pretends	to	be	someone	the	victim	knows	or	any	other	trusted	source	with	whom	he	or	she	deals	with	the	victim.
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Black	Hat	SEO	(Jakobsson	and	Myers,	2006).URL	and	HTML	obfuscation	attacks³	in	most	phishing	attacks,	phishers	aim	to	convince	a	user	to	click	on	a	particular	link	that	connects	the	latter	to	a	malicious	phishing	server	instead	of	the	target	server.	Therefore,	law	enforcement	authorities	must	track	these	attacks	to	punish	the	criminal	as	with	the
real	world	numbers.	In	Countermeasures,	several	countermeasures	against	phishing	are	discussed.	The	authors	also	noted	that	time	spent	observing	browser	elements	affected	the	ability	to	detect	phishing.	doi:10.1007/978-3-540-77366-5_32CrossRef	Full	Text	|	Google	ScholarJeeva,	S.	Another	study	(Hadlington,	2017)	showedÃ³	that	internet
addiction,	attentionÃ	³	and	motor	impulsivity	were	significant	positive	predictors	of	risky	cybersecurity	behaviors	while	a	positive	attitude	towards	cybersecurity	in	business	was	negatively	related	to	risky	cybersecurity	behaviors.	This	is	the	most	popular	technique	used	by	today's	phishers.	A.	Although	all	are	susceptible	to	phishing,	studies	showed
that	different	age	groups	are	more	susceptible	to	certain	disorders	than	others.	(acquisition	phase	³	valuable	objects).Often,	the	phisher	does	not	use	the	credentials	directly;	instead,	they	resell	the	credentials	obtained	or	the	information	³	in	a	secondary	market	(Jakobsson	and	Myers,	2006),	for	example,	the	even	scripts	will	be	able	to	sell	the
credentials	on	the	dark	web.Forged	websiteThis	is	also	called	phishing	websites,	in	which	phishers	forge	a	website	that	seems	to	be	genuine	and	looks	similar	to	the	last	web	page.	They	also	could	be	randomly	selected,	sending	mass	emails	or	pointing	to	the	collection	of	their	information	from	social	media,	or	from	any	other	source.	This	type	of
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:grebledieH	,nÃlreB(	,)acit¡Ãmrofnioib	ne	It	is	the	device	performance.	(1987).	World	Wide	Web	-	www	ã	¢	â	€	17	of	â	™,	Republic	and	Canton	of	Geneva,	Switzerland:	Committee	of	the	International	Conferences	World	Wide	Web.	For	example,	one	of	the	actively	used	means	is	Cloud	Computing	to	a	report	(PhishMe,	2016),	93%	of	all	phishing	emails
contained	encryption	ransomware.	Decision	making	under	stress:	scanning	of	alternatives	under	controllable	and	uncontrollable	threats.	Various	angles	and	this	might	help	beginner	readers	or	researchers	in	this	field.	(2013),	security	experts	contradict	the	effectiveness	and	usability	of	user	education.	Studies	found	that	certain	personal
characteristics	make	some	persons	more	receptive	to	various	lures	(Iuga	et	al.,	2016;	OvelgÃ¶Ânne	et	al.,	2017;	Crane,	2019).	Retrieval	14,	441¢ÃÂÂ465.	There	is	a	clear	lag	between	sophisticated	phishing	attacks	and	existing	countermeasures.	For	instance,	APWG	defines	phishing	as	¢ÃÂÂa	criminal	mechanism	employing	both	social	engineering
and	technical	subterfuge	to	steal	consumers¢ÃÂÂ	personal	identity	data	and	financial	account	credentials¢ÃÂÂ	(APWG,	2018,	p.	Although	for	each	person,	there	is	a	trigger	that	can	be	exploited	by	phishers,	even	people	with	high	experience	may	fall	prey	to	phishing	due	to	the	attack	sophistication	that	makes	it	difficult	to	be	recognized.	Moreover,
the	definition	from	the	United	States	Computer	Emergency	Readiness	Team	(US-CERT)	states	phishing	as	¢ÃÂÂa	form	of	social	engineering	that	uses	email	or	malicious	websites	(among	other	channels)	to	solicit	personal	information	from	an	individual	or	company	by	posing	as	a	trustworthy	organization	or	entity¢ÃÂÂ	(CISA,	2018).	2012,	1¢ÃÂÂ22.
Statistical	analysis	of	126,000	phishing	simulations	carried	out	in	128	companies	around	the	world.	-	Int.	Course	Technol.	Panda	malware	is	one	of	the	successful	malware	programs	discovered	by	Fox-IT	Company	in	2016.	While	the	study	(Abad,	2005)	describes	a	phishing	attack	in	three	phases:	the	early	phase	which	includes	initializing	attack,
creating	the	phishing	email,	and	sending	a	phishing	email	to	the	victim.	The	threats	of	social	media	can	be	account	hijacking,	impersonation	attacks,	scams,	and	malware	distributing.	doi:10.1145/1242572.1242659CrossRef	Full	Text	|	Google	D.	and	Lekkas,	D.	After	that,	the	emails	are	classified	by	an	expert	system	based	on	diffuse	libic.	The
monitoring	aims	to	kidnap	the	session,	so	that	the	attacker	performs	an	unauthorized	action	with	the	kidnapped	session,	such	as	financial	transfer,	without	user's	permission	(Jakobsson	and	Myers,	2006)	.Web	Trojansweb	Trojans	are	malicious	programs	that	collect	credentials	of	the	user.	When	appearing	hidden	on	the	stage	of	session	(Jakobsson	and
Myers,	2006).	COMMON	IEEE.	DOI:	10.1007/978-3-642-04117-4_23CROSSREF	Full	Text	|	Google	Scholaramzan,	Z.	and	Wuest,	C.	Phishing	websites	can	also	be	retired	through	the	conduct	of	the	application	agencies	of	the	law.	The	characteristics	of	the	elements	of	the	website,	such	as	the	image,	the	URL	and	the	text	content	part	and	other
characteristics	(Jeeva	and	Rajsingh,	2016).	To	detect	and	avoid	pHishing	emails,	the	authors	proposed	a	combined	training	approach	in	the	study	(Salem	et	al.,	2010).	Computation.	These	approaches	can	be	combined	to	create	much	stronger	anti-phishing	solutions.	However,	detecting	and	mitigating	these	threats	requires	more	time	to	detect	all
traditional	since	social	networks	exists	outside	the	network	perimeter.	These	media	could	be	the	Internet	(social	network,	websites,	emails,	cloud	computing,	electronic	banking,	mévile	systems)	or	VoIP	(telephone	call)	or	text	messages.	Because	once	a	phishing	site	is	removed,	the	Phisher	can	easily	record	a	new	domain	(Miyamoto	et	al.,	2009).
Therefore,	individual	users	and	employees	must	have	at	least	basic	knowledge	about	the	treatment	of	suspicious	electronic	emails	and	inform	you	of	IT	staff	and	specific	authorities.	In	2006,	the	Government	of	the	United	Kingdom	better	the	Law	of	Informal	Use	of	1990	with	the	intention	of	putting	it	to	the	day	with	reporting	crime	developments	and
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sectors	such	as	eBay	and	Amazon,	and	internet	service	providers	such	as	MSN/Hotmail,	and	Yahoo	(Ollmann,	2004;	Ramzan	and	Wuest,	2007).	These	types	of	crimes	may	target	governments	or	organizations,	or	individuals.Attack	PreparationAfter	making	a	decision	about	the	targets	and	gathering	information	about	them,	phishers	start	to	set	up	the
attack	by	scanning	for	the	vulnerabilities	to	exploit.	Moreover,	they	can	thoroughly	trash	the	victim's	identity,	and	committing	devastated	frauds	as	they	have	the	skills,	tools,	and	manpower.	Authentication	and	verification	technologies	are	also	used	in	spam	email	filtering	as	an	alternative	to	heuristics	methods.	M.	¢ÃÂÂVoice	pharming	attack	and	the
trust	of	VoIP,¢ÃÂÂ	in	Proceedings	of	the	4th	international	conference	on	security	and	privacy	in	communication	networks,	SecureComm¢ÃÂÂ08,	1¢ÃÂÂ11.	26th	Int.	Therefore,	drafting	of	specific	laws	for	phishing	is	an	important	step	in	mitigating	these	attacks	in	a	time	where	these	crimes	are	becoming	more	common.4.	Determining	the	source	of
the	attack	before	the	end	of	the	phishing	lifecycle	and	enforcing	law	legislation	on	the	offender	could	help	in	restricting	phishing	attacks	drastically	and	would	benefit	from	further	research.It	can	be	observed	that	the	mediums	used	for	phishing	attacks	have	changed	from	traditional	emails	to	social	media-based	phishing.	Another	example	is	browser
vulnerabilities,	adding	new	features	and	updates	to	the	browser	might	introduce	new	vulnerabilities	to	the	browser	software	(Ollmann,	2004).	1,	517¢ÃÂÂ524.	The	third	direction	is	educating	people	by	developing	games	to	teach	people	about	phishing.	Non-content	based	methods	include	blacklists	and	whitelists	that	classify	the	fake	emails	or
webpages	based	on	the	information	that	is	not	part	of	the	email	or	the	webpage	such	as	URL	and	domain	name	features	(Dodge	et	al.,	2007;	Ma	et	al.,	2009;	Bin	et	al.,	2010;	Salem	et	al.,	2010).	PhishGILLNET-phishing	detection	methodology	using	probabilistic	latent	semantic	Adaboost,	and	co-training.	For	example,	participants	with	an	age	range
between	18	and	25	years	are	more	susceptible	to	phishing	than	other	age	groups	(Williams	et	al.,	2018).	For	example,	Ebay	Toolbar	and	Account	Guard	(Ebay	Toolbar	and	Account	Guard	the	password.	The	attacker,	to	take	the	user	to	a	false	website	for	phishing	purposes,	will	modify	this	file	(for	example,	Cachã	©	DNS).	J.,	and	Vajpayee,	S.	Google
Scholar,	Salem,	O.,	Hossain,	A.,	and	Kamala,	M.	Different	channels	and	threats	are	exploited	and	used	by	the	attackers	to	catch	more	vintages.	The	CC	has	become	one	of	the	most	promising	technology	and	has	popularly	replaced	conventional	informal	technology.	A	Microsoft	(Microsoft,	2020)	report	showed	that	cyber	attacks	related	to	COVID-19
had	reached	an	unprecedented	level	in	March,	most	of	these	scams	are	false	websites	of	the	COVID-19	according	to	the	Riskiq	security	company	(Riskiq	,	2020).	In	February	2000,	an	attack	launched	by	Canadian	teenager	Mike	Calce	resulted	,	2001)	.â–	âª	Crackers	serious:	also	known	as	Black	Hats.	DOI:	10.1109/CSE.2009.205CROSSREF	Full	Text	|
Google	Scholarhutchings,	A.,	Clayton,	R.,	and	Anderson,	R.	Wombat	Securityâ	€	The	state	of	the	phishã	¢	â	„â	¢	2018	showed	that	approximately	two	fifths	parts	of	US	companies	use	and	simulate	phishing	attacks	as	educational	tools	monthly,	while	only	15%	of	the	United	Kingdom	companies	do	so	(Cybintcybersolutions,	2018).	The	worms	are	similar
to	viruses	but	in	the	form	of	execution³	since	the	worms	run	taking	advantage	of	the	vulnerability	of	the	operating	systems	without	needing	to	modify	another	program.	10,	1Ã¢		31.	1Ã¢	Â		617.	Most	people	have	unknowingly	opened	a	suspicious	attachment	or	clicked	on	a	fake	fake	link	,olpmeje	roP	.T	,citagaJocim©ÃdacA	elgooG	|	otelpmoc	otxeT
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on	nºÃa	dadiruges	ed	medium	that	will	be	used	to	deliver	the	threat	to	the	victim	and	carry	out	the	attack.	However,	countermeasures	to	control	Soshing	and	phone	phishing	attacks	might	include:¢ÃÂ¢Â	Install	anti-virus,	anti-spam	software	as	a	first	action	and	keep	it	up	to	date	to	detect	and	prevent	any	unauthorized	access.¢ÃÂ¢Â	Educate	yourself
about	recent	information	on	phishing,	the	latest	trends,	and	countermeasures.¢ÃÂ¢Â	Never	click	on	hyperlinks	attached	to	a	suspicious	email,	post,	tweet,	direct	message.¢ÃÂ¢Â	Never	trust	social	media,	do	not	give	any	sensitive	information	over	the	phone	or	non-trusted	account.	The	above	solutions	are	discussed	in	detail	below.Human	Education
(Improving	User	Awareness	About	Phishing)Human	education	is	by	far	an	effective	countermeasure	to	avoid	and	prevent	phishing	attacks.	It	has	been	identified	that	age,	gender,	internet	addiction,	user	stress,	and	many	other	attributes	affect	the	susceptibility	to	phishing	between	people.	Phishing	prevention	is	an	important	step	to	defend	against
phishing	by	blocking	a	user	from	seeing	and	dealing	with	the	attack.	Indeed,	the	losses	resulting	from	phishing	attacks	are	not	limited	to	financial	losses	that	might	exceed	millions	of	pounds,	but	also	loss	of	customers	and	reputation.	For	example,	fraudsters	take	advantage	of	people¢ÃÂÂs	trust	in	a	website	by	replacing	a	letter	from	the	legitimate
site	with	a	number	such	as	goog1e.com	instead	of	google.com.	While	the	most	impersonated	brands	overall	for	the	first	quarter	of	2020	were	Apple,	Netflix,	Yahoo,	WhatsApp,	PayPal,	Chase,	Facebook,	Microsoft	eBay,	and	Amazon	(Checkpoint,	2020).FIGURE	6.	Criminals	know	that	social	engineering-based	methods	are	effective	and	profitable;
therefore,	they	keep	focusing	on	social	engineering	attacks,	as	it	is	their	favorite	weapon,	instead	of	concentrating	on	sophisticated	techniques	and	toolkits.	A.,	Jakobsson,	M.,	and	Menczer,	F.	A	new	report	from	Fraud	Watch	International	about	phishing	attack	trends	for	2019	anticipated	an	increase	esoohc	esoohc	SMishing	where	text	message
content	can	only	be	viewed	on	a	³	device	(FraudWatchInternational,	2019).Social	Media	Attack	(Soshing,	Social	Media	Phishing)Social	networks	are	the	new	favorite	means	for	cybercriminals	to	carry	out	their	phishing	attacks.	Although	cybercriminals	use	single	e-³	as	the	primary	means	to	take	advantage	of	their	attacks,	many	organizations	faced	a
high	volume	of	different	social	engineering	attacks	in	2019,	such	as	social	network	attacks,	Smishing	attacks,	Vishing	attacks,	USB-based	attacks	(for	example,	hiding	and	delivering	malware	to	smart	phones	via	USB	phone	chargers	and	distributing	free	USBs	loaded	with	malware)	(Proofpoint,	2020).	The	economy	of	phishing:	a	study	of	phishing
market	operations.	The	explanations	for	each	phase	and	its	components	are	presented	as	follows:FIGURE	8.	In	addition,	Ã¢	Â		dÃ	a	cero	Ã¢	Â		software	vulnerabilities,	which	refer	to	vulnerabilities	discovered	in	software	programs	or	operating	systems	that	may	be	exploited	directly	before	they	are	fixed	(Kayne,	2019).	Students	from	various
disciplines,	from	engineering,	arts	and	social	sciences,	participated	in	the	test.	For	example,	UK	losses	from	financial	fraud	on	payment	cards,	remote	banking	and	checks	amounted	to	£768.8m	in	2016	(Financial	Fraud	Action	UK,	2017).	Some	definitions	name	websites	as	the	only	possible	means	of	carrying	out	attacks.	Some	of	the	most	widely	used
in	the	authorization	process	³	are	API	authorization³	and	OAuth	2.0	that	allow	the	previously	generated	API	to	access	the	system.However,	the	progressive	increase	in	phishing	attacks	shows	that	the	above	methods	do	not	provide	the	necessary	protection	³	most	existing	phishing	attacks.	The	malicious	content	be	injected	into	a	last	leg	site	in	three
main	ways:1.	SegÃn	Kaspersky	LabÃ¢	Â		s,	the	number	of	phishing	attempts	to	visit	fraudulent	social	media	sites	in	the	first	quarter	of	2018	was	more	than	3.7	million	attempts,	of	which	60%	were	fake	Facebook	Facebook	Facebook	Facebook	pages	2016)	.The	new	report	of	the	Compaão	de	Defense	of	Predictive	Email	Vade	Secure	about	the
Phishersâ	€	â	™	favorites	for	quarter	1	and	quarter	2	of	2019,	affirmed	that	you	are	mainly	on	Facebook	and	Instagram	saw	an	increase	of	74	,	7%	that	is	the	greatest	quarter	growth	on	the	quarter	of	any	industry	(Vadesecure,	2021).	Subterfugio	tnicosubterfugio	tínico	is	the	act	of	deceiving	people	to	reveal	their	sensitive	information	through
subterfuge	tã	©	cynical	by	discharge	of	malicious	code	in	the	vintimal	system.	DOI:	10.1109/ICDCS.2016.46CROSSREF	Full	Text	|	Google	Academicosheng,	S.,	Magnien,	B.,	Kumaguru,	P.,	Acquisti,	A.,	Cranor,	L.	Doi:	10.1109/cit.2010.254CRrossref	Full	text	|	Google	Academicoscaife,	N.,	Carter,	H.,	Traynor,	P.,	and	Butler,	K.	Té	©	cynics	to	detect	the
attack	after	having	been	released.	Understand	the	susceptibility	of	individuals	to	phishing	attacks	will	help	better	techniques	and	prevention	solutions	and	detection.	Phishing's	unatomit	proposed	pHishing	proposed.	et	al.,	2007).	DOI:	10.1145/1460877.1460905CROSSREF	Full	Text	|	Google	Scholarmerwe,	A.	In	addition,	the	public	data	of	the	life	â	€
Social	Engineering	(Wenyin	and	others,	2005).	Eliminating	committed	and	illegal	websites	is	a	complex	process;	Many	entities	participate	in	this	process	from	private	companies,	self	-regulatory	agencies,	government	agencies,	volunteer	organizations,	order	forces	and	service	providers.	The	nose	level	rootkits	are	created	by	replacing	parts	of	the
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Microsoft	SharePoint	to	infect	hundreds	of	campaigns	with	malware	via	messages.Attack	Performing	PhaseThis	phase	involves	the	use	of	attack	techniques	to	deliver	the	threat	to	the	victim,	as	well	as	the	victim’s	interaction	with	Â	Â	Â	,.la	te	egdoD(	aenÃl	ne	soicivres	nazilitu	odnauc	soirausu	sol	a	regetorp	ed	zacife	amrof	anu	omoc	soirausu	sol	ed
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a	rednopser	ed	setna	rotpecer	led	ocin³Ãfelet	ovitisopsid	le	ne	¢Ã	etnamall	nu	ed	onof©Ãlet	ed	oremºÃn	nu	artseum	euq	acin³Ãfelet	n³Ãicalatsni	anu	Â	¢Ã	se	DI	RellaC3.)0202	,GWPA(	Â	ÂGNO	ed	sedadinumoc	sal	y	selaicilop	serotces	sol	y	onreibog	le	,airtsudni	al	ne	nemircrebic	la	labolg	atseupser	al	acifinu	euq	lanoicanretni	n³Ãicilaoc	al	Â	¢Ã	sI
GWPA2.)b9102	,tniopfoorP(Â	Âebun	al	ne	sadasab	senoiculos	ed	odargetni	otnujnoc	nu	noC	.81-64300e	,3	noyileH	.dadirugesrebic	ed	senoicutitsni	e	serodagitsevni	,sotrepxe	rop	saditucsid	y	satseuporp	odis	nah	Â	¢Ã	Â	gnihsihp	Â	¢Ã	onimr©Ãt	le	arap	senoicinifed	sasreviDgnihsihp	ed	senoicinifeD.n³ÃisulcnoC	ne	negocer	es	oidutse	etse	ed
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³Ãrtsom	odallorrased	odot©Ãm	lE	.aicneucniledrebic	ed	samrof	sarto	y	gnihsihp	le	radroba	arap	etnemlaudarg	odnatsuja	¡Ãtse	es	n³Ãicalsigel	al	,odinU	onieR	le	ne	,otnat	sartneiM	.on	o	rednopser	ed	sonimr©Ãt	ne	euqata	Salem	et	al.,	2010;	Chanti	and	Chitralekha,	2020).	Screen	capture	of	an	email	of	phishing	really	suspicious	suspicious	institution
in	February	2019.More	recently,	phishers	take	advantage	of	the	Coronavirus	pandemic	(COVID-19)	to	fool	their	prey.	doi:10.1016/j.cose.2006.10.009CrossRef	Full	Text	|	Google	ScholarFette,	I.,	Sadeh,	N.,	and	Tomasic,	A.	Whereas	in	automated	data	collection,	several	techniques	can	be	used	such	as	fake	web	forms	that	are	used	in	web	spoofing
(Dhamija	et	al.,	2006).	In	VoIP	attacks	or	phone	attack	techniques	such	as	recorded	messages	are	used	to	harvest	user's	data	(Huber	et	al.,	2009).Types	and	Techniques	of	Phishing	AttacksPhishers	conduct	their	attack	either	by	using	psychological	manipulation	of	individuals	into	disclosing	personal	information	(i.e.,	deceptive	attack	as	a	form	of
social	engineering)	or	using	technical	methods.	What	personal	and	contextual	attributes	make	them	more	susceptible	to	phishing	attacks	than	other	users?	The	process	of	tricking	the	recipient	to	take	the	attacker¢ÃÂÂs	desired	action	is	considered	the	de	facto	definition	of	phishing	attacks	in	general.	However,	the	consequences	of	responding	to
phishing	are	serious	and	costly.	The	victim	may	be	duped	into	clicking	on	an	embedded	link	in	the	text	message.	Syst.	According	to	the	2020	state	of	phish	report	(Proofpoint,	2020),	damages	from	successful	phishing	attacks	can	range	from	lost	productivity	to	cash	outlay.	In	turn,	the	attacker	could	collect	the	spoils	in	the	valuables	acquisition	phase,
which	is	the	last	step	in	the	phishing	process.	The	author	in	the	study	(Rouse,	2013)	divides	the	phishing	attack	process	into	five	phases	which	are	planning,	setup,	attack,	collection,	and	cash.	667¢ÃÂÂ676.	This	anatomy	elaborates	on	phishing	attacks	in	depth	which	helps	people	to	better	understand	the	complete	phishing	process	(i.e.,	end	to	end
Phishing	life	cycle)	and	boost	awareness	among	readers.	5	(4),	297¢ÃÂÂ307.Google	ScholarZhang,	Y.,	Hong,	J.	(IEEE),	262¢ÃÂÂ265.	A	study	presented	in	(Robichaux	and	Ganger,	2006)	conducted	a	test	to	evaluate	the	performance	of	eight	anti-phishing	eht	yb	yb	including	Microsoft	Internet	Explorer	7,	EarthLink,	eBay,	McAfee,	GeoTrust,	Google
using	Firefox,	Netscape	and	Netcraft.	A	study	(Jakobsson	and	Myers,	2006)	discusses	the	phishing	process	in	detail	and	explains	it	as	step-by-step	phases.	Although	the	cheat/fake	page	was	very	well	designed	in	the	latter	case,	the	lack	of	a	Secure	Hypertext	Transfer	Protocol	(HTTPS)	block	and	spelling	mistakes	in	the	URL	were	key	red	flags	(or
gifts)	that	it	was	actually	a	phishing	attempt	(Keck,	2018).	The	ransomware	is	usually	delivered	to	the	victim's	device	via	phishing	³	e-mails.	For	example,	people	who	usually	obey	more	to	the	authorities	than	others	are	more	likely	to	be	victimized	by	a	Single	³	Business	Email	(BEC)	Commitment	that	claims	to	be	from	a	financial	institution³	and
requests	immediate	action	by	viewing	it	as	a	³	email	legÃtimo	(Barracuda,	2020).	doi:10.1007/s10791-011-9162-9162	zCrossRef	Full	Text	|	Google	ScholarCui,	Q.,	Jourdan,	G.-V.,	Bochmann,	G.	For	example,	phishers	are	taking	advantage	of	Facebook's	ubiquitous	presence	to	set	up	creative	phishing	attacks	using	the	Facebook	Login	feature	³	allow	the
phisher	to	compromise	all	user	accounts	with	the	same	credentials	(VadeSecure).	2018,	8Ã¢		10.	28,	583Ã¢	Â		592.	Phishers	can	engage	hosts	without	any	technical	knowledge	by	purchasing	access	to	hackers	(Abad,	2005).	To	understand	the	³	between	human	behavior	and	susceptibility	to	cyberattacks.	First	Monday	10,	1¢		11	.	Â¢		Spear	phishing:
the	tip	of	the	spear	used	by	cyberterrorists"Â		Â		in	the	de-construction	machinesÃ	³	n	(United	States:	University	of	Minnesota	Press),	469Ã¢	Â		484.	What	Attributes	Make	Some	People	More	Susceptible	to	Phishing	Attacks	Than	Other	explores	susceptibility	to	these	attacks.	Thus,	in	this	article	a	new	anatomÃa	has	been	proposed	for	phishing	attacks,
which	and	integrates	the	above	definitions	to	cover	the	entire	life	cycle	of	a	phishing	attack.	Phishers	normally	sent	an	email	with	a	genuine	user	appearance	that	fooled	the	user	to	open	an	attached	attached	file	gnilaets	sa	hcus	egamad	suoires	esuac	dluoc	yeht	,gnihsihp	yojne	dna	kcab	tis	tsuj	ot	detimil	ton	era	srekcatta	esehT	ÂÂÃ¢.retupmoc	eibmoz
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and	no	kcilc	kcilc	or	loading	Trojans	or	viruses.	Other	findings	in	this	study	agreed	with	the	results	of	other	studies,	that	is,	old	Low	as	shown	in	Figure	7,	which	shows	that	some	academic	disciplines	are	more	susceptible	to	phishing	than	others	(Bailey	et	al.,	2008).	Figure	7.	Both	viruses	and	worms	can	cause	damage	and	software	data	or	service
denial	(two)	(F5Networks,	2018).	Awarpying	software	is	a	malicious	code	is	a	malicious	code.	Design	to	track	the	websites	visited	by	users	to	steal	confidential	information	and	make	a	phishing	attack.	Phishing	mail	could	be	randomly	sent	to	potential	users	or	can	address	a	specific	group	or	individuals.	All	are	susceptible	to	phishing	attacks	because
Phishers	play	in	the	specific	psychological/emotional	triggers	of	an	individual,	as	well	as	the	technical	vulnerabilities	(Keepnetlabs,	2018;	Crane,	2019).	Data	theft	can	be	done	by	an	email	of	phishing	that	leads	to	the	download	of	a	malicious	dignity	to	the	user's	computer	that	in	turn	steals	confidential	information	stored	directly	on	that	computer
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financial	context	but	also	through	a	financial	context	but	also	through	a	financial	context	but	also	through	a	financial	context	©through	a	context.	It	may	also	have	other	serious	consequences,	such	as	loss	of	reputation	³	commitment	to	national	security	(Ollmann,	2004;	Herley	and	FlorÃ£Âncio,	2008).	"Identification	³	suspicious	URLs.	Internet
Technol.	"Phishzoo:	an	automated	approach	to	detection	³	web	phishing	based	on	profiles	and	fuzzy	matching",	in	the	procedure	IEEE	International	Conference	Semantic	Computing	(ICSC),	1ã	¢	â	€	11.	To	carry	out	a	phishing	attack,	attackers	need	a	means	to	reach	their	goal.	Safety	knowledge	of	equipment	users:	a	perspective	to	avoid	phishing
threats.	An	example	of	rootkits	is	the	kernel	kit.	The	most	based	on	content	classify	the	página	or	the	email	based	on	the	information	contained	in	its	content,	such	as	texts,	images	and	also	html,	Java	Scripts	and	Cascading	Style	Sheets	(CSS)	(CSS)	(	Zhang	et	al.,	2007;	Maurer	and	Herzner,	2012).	With	the	growing	levels	of	different	types	of	phishing,
Proofpoint	conducted	a	survey	to	identify	the	strengths	and	weaknesses	of	particular	regions	in	terms	of	specific	fundamental	concepts	of	cybersecurity.	N.	The	second	type	is	the	authentication	of	two	factors	that	require	additional	information	of	the	username	and	the	pass	email	identifier	or	phono.	v.	Screen	capture	(a)	email	of	Netflix	fraud	and	(b)
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emotional	motivators.	There	are	three	types	of	authentication;	single-factor	authentication	requires	only	username	and	password.	password.
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